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AAKA: Anonymous Authentication and Key Agreement
[YZZ+24]

[YZZ+24] H. Yu, C. Du, Y. Xiao, A. Keromytis, C. Wang, R. Gazda, Y. T. Hou, and W. Lou, “AAKA: An anti-tracking
c  cellular authentication scheme leveraging anonymous credentials,” in NDSS 2024.
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* anti-tracking privacy (unlinkability)

[YZZ+24] H. Yu, C. Du, Y. Xiao, A. Keromytis, C. Wang, R. Gazda, Y. T. Hou, and W. Lou, “AAKA: An anti-tracking
c  cellular authentication scheme leveraging anonymous credentials,” in NDSS 2024.
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* anti-counterfeiting protection (unforgeability)
 lawful de-anonymization

[YZZ+24] H. Yu, C. Du, Y. Xiao, A. Keromytis, C. Wang, R. Gazda, Y. T. Hou, and W. Lou, “AAKA: An anti-tracking
c  cellular authentication scheme leveraging anonymous credentials,” in NDSS 2024.
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AAKA: Anonymous Authentication and Key Agreement
[YZZ+24]

* anti-tracking privacy (unlinkability)

* anti-counterfeiting protection (unforgeability)
 lawful de-anonymization

* non-interactive roaming support
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lawful de-anonymization

non-interactive roaming support
lightwelght on user side

[YZZ+24] H. Yu, C. Du, Y. Xiao, A. Keromytis, C. Wang, R. Gazda, Y. T. Hou, and W. Lou, “AAKA: An anti-tracking
c  cellular authentication scheme leveraging anonymous credentials,” in NDSS 2024.



I
\‘/

AAKA

-
%>

AAKA: Anonymous Authentication and Key Agreement
[YZZ+24]

* anti-tracking privacy (unlinkability)

* anti-counterfeiting protection (unforgeability)

lawful de-anonymization

non-interactive roaming support
lightwelght on user side
compatibility and practicality

[YZZ+24] H. Yu, C. Du, Y. Xiao, A. Keromytis, C. Wang, R. Gazda, Y. T. Hou, and W. Lou, “AAKA: An anti-tracking
c  cellular authentication scheme leveraging anonymous credentials,” in NDSS 2024.
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AAKA: Anonymous Authentication and Key Agreement
[YZZ+24]

« anti-tracking privacy (unlinkability) g

« anti-counterfeiting protection (unforgeability) 6
lawful de-anonymization

non-interactive roaming support

lightwelght on user side

compatibility and practicality

[YZZ+24] H. Yu, C. Du, Y. Xiao, A. Keromytis, C. Wang, R. Gazda, Y. T. Hou, and W. Lou, “AAKA: An anti-tracking cellular authentication scheme
leveraging anonymous credentials,” in NDSS 2024.
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2.
Lo {0,1)128 2. Regq >
ue[l,n—1,U < uG 3. U,a < {Req} sk,
Req + {U, a} prgy, R 198 -
B« {0,1}
¢ 4. Res ve[l,n—1],V + oG
Res < {V,a, B}sksy
K, + oU
7
5a. V,o', B < {Res}prgy, verifya' = a
K, +—uV
R * / T
5b. 7,a,b < Z,, 0 0o 6. Pres

G; o} fori = (0,...,4)

- 4  ~-m;

7« [liz16, "9}

(c1,¢2) < (g7, mah")

A=6o][2 67 B=—csh™"

m € ZPK{(my4,7): A=gi6,"" NA=g;6}
A—B7ley=h"Ney =gi}

Pres « ({m;}}_,,5,0",{6}} ¢, c1,¢2, A, B, )

L m; 3: aa’al1 o ['1: )
(7 8— GUTI { C}ll, (12, A, B,{’ll'}<z— OPI‘ES
Assign GUTI tothe UE iff r = 1
Record < GUTI, K, c1,co >
—— —

7 the Presentation and Verification protocol in YZZ+ AAKA
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(¢y, ¢y): EIGamal encryption of my K, < oU
7. zero-knowledge proof for (my, r) s.t. : !

-1 gr P ( & ) 5a. V, o', B < {Res}pigy, verify o' = a
..,—B ey =h', ... K, «—uV
R
5b. r,a,b < Z;, 0’ <o 6. P
Gi < o} fori = (0,...,4) ~
Let y3 = —B~cy. UE executes the following steps: O H?:l 5'; i g’i

1) Randomly takes a3 € Z; (Cl, 62) — (g71", m4hr)

2) Choose challenge C3 = H(y3) A—& Hg 5™ B— —coh "

3) Compute a3 = ag + Car —0011i=1Y; 2 — 2 o B

4) Sends (y3, C3,d3) to the SN 7w € ZPK{(my4,r): A=gio, " NA=gioy
SN then co_mputes 7 = hdsyg'—czs = pas+Csrp—Car — hes, A — B_162 =h" A c1 = gvi'}
and check if C3 = H (ys) Pres « ({mi}?zl, a,0, {&}?:0, c1,¢2, A, B, )

7. {mi}3=1,5', o {&}toa
¢ 8.GUTI cll, ¢y, A, B, < Pres
Assign GUTI tothe UE iff r = 1
Record < GUTI, K, c1,co >
—_ 4

7 the Presentation and Verification protocol in YZZ+ AAKA
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my, m,, my: public info (subscription)
my: private info (permanent id)

Xp, ..., Xy public key of HN
h: public key of LEA
(¢y, ¢y): EIGamal encryption of my

. zero-knowledge proof for (my, r) s.t.
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UE USIM SN AMF/SEAF
SUPI, k,pkrg, pars, pksn, Cred pkre,pars, sksy
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Lo {0,1)128
ve[l,n—1],U + uG
Req + {U, a} prgy,

<

= >

3. U,a« {Re‘I}sksrv

B & f0,1)128
ve([l,n—1],V + oG

Res + {V,a’ ﬁ}SksN
K, +—vU

Attack on Privacy:

SN obtains
y3 = — B_ICZ = hr
C2 = m4/hr

SO, my = C2/y3

5a. V,o, B « {ReS}PkSN’
K, +—uV

verify o/ = a

Let y3 = —B~cy. UE executes the following steps:

1) Randomly takes a3 € Z;

2) Choose challenge C3 = H(y3)

3) Compute a3 = a3 + Car

4) Sends (ys,C3,d3) to the SN
SN then computes g3 = h%y; Cs — pas+Carp—Car — pas
and check if C3 = H(y3)

R

5b. r,a,b < Z;, 0’ <o

G; « o} fori = (0,...,4)

_ 4 n-my

7« [liz16, "9}

(c1,¢2) = (g7, mah")
A=60]], 67 B= —coh™"

2

n € ZPK{(my,7): A= g6, " N A = g}6P
A—B7ley=h"Ney =gi}
Pres « ({m;}}_,,5,0",{6}} ¢, c1,¢2, A, B, )

6. Pres

8. GUTI

7. {mi}?zl’a" o {&}?zo’
c1,¢2, A, B, ™ < Pres

<

Assign GUTI tothe UE iff r = 1
Record < GUTI, K, c1,co >
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<

Res + {Vaa, IB}SkSN
K, +oU

Attack on Privacy:

SN obtains
y3 = — B_1C2 = hr
CZ = m4/hr

SO, my = C2/y3

5a. V, a,a B« {ReS}PkSN’

verify ' = «

Let y3 = —B~'cy. UE executes the following steps:

1) Randomly takes a3 € Z;

2) Choose challenge C3 = H(y3)

3) Compute a3 = az + Csr

4) Sends (ys,C3,d3) to the SN
SN then computes g3 = h%y; 708 — pas+Csrp—Csr — pas
and check if C3 = H(y3)

4 A —Mm;
1

_GOI—L 1 A:nl

N —

R |

K, uV

R
5b. r,a,b < Z;, 0’ <o
G; « o} fori = (0,...,4)

r

(61, ¢2) < (g1, m4h")

B = —coh™™

BCz

T € ZPK{(my,r): A= g6, N A= g;67

h" Aep = g7}

Pres «+ ({m;}}_,,5, a’,{&}fzo,cl,cz,A B, )

6. Pres

8. GUTI

<

{ml}z 1,6’, I {U}z 0
C1,C2, A, B,7r < Pres

Assign GUTI tothe UE iff r = 1
Record < GUTI, K, c1,co >

-

Flaw in Correctness:
a credential Is a BB signature o s.t.

e(o, XOHX) = e(g1, &)

but in Verlflcatlon
SN checks (6y, . ..,04,0,0',7') s.t.

6(85 g2) — 6(0/, XO)

00||6’= 6,

no use of publlc keys X, ..., Xy

7 the Presentation and Verification protocol in YZZ+ AAKA
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 |[dentify the insecurity of YZZ+ AAKA
 Formalize the model and redesign AAKA
« AAKA+: verifier-local revocation

 Two schemes AAKA+BB and AAKA+PS

e Practice evaluation

BB: the Boneh-Boyen sighature scheme
g PS:the Pointcheval-Sanders signature scheme
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[BBO4] D. Boneh and X. Boyen, “Short signatures without random oracles,” in EUROCRYPT 2004.



VI

N

. Boneh-Boyen Signatures

//l\\

 signing on multiple messages my, --+,m,, -+

[BBO4] D. Boneh and X. Boyen, “Short signatures without random oracles,” in EUROCRYPT 2004.
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signing on multiple messages my, -+, m,, -+

public key X, = g,% X; = &', -

secret key Xy, Xq, . . .

signature on my, +-+,m,, -+

1
X+ Zi Xjmj

o =g,

verification checks if

e(o, XOHXimi) = e(81,8)
i

[BBO4] D. Boneh and X. Boyen, “Short signatures without random oracles,” in EUROCRYPT 2004.
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* D. Boneh and X. Boyen, “Short sighatures without random oracles,” in EUROCRYPT 2004.
* J. Camenisch, M. Drijvers, P. Dzurenda, and J. Hajny, “Fast keyed-verification anonymous credentials on standard
1l smart cards,” in SEC 2019.
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. pUb“C key XO = ggo, Xl = g;l, X2 = g;Z
- m: public message

* pn. private message

1
Xp t+xymyp +xppm

1

QG:g

. verification: e(o, XOX{"Xgm) = (81, &)

* D. Boneh and X. Boyen, “Short sighatures without random oracles,” in EUROCRYPT 2004.
* J. Camenisch, M. Drijvers, P. Dzurenda, and J. Hajny, “Fast keyed-verification anonymous credentials on standard
1l smart cards,” in SEC 2019.
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« public keyXO gxo, X = gxleZ gz
« m: public message

« pm: private message

1
Xp t+xymyp +xppm

0 =§,
verification: e(o, XOX{"Xgm) = e(g,8))

6 =o', Cy = X, XI"X"g', C, = g]6'

7. zero-knowledge for the witness (pm, r, 1)

Verify e(6, C,) = e(C,, 8,) and

* D. Boneh and X. Boyen, “Short sighatures without random oracles,” in EUROCRYPT 2004.
* J. Camenisch, M. Drijvers, P. Dzurenda, and J. Hajny, “Fast keyed-verification anonymous credentials on standard
1l smart cards,” in SEC 2019.
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.




" All Together, AAKA+BB

13

BB signature o = x0+"1’”+"2”’" j
. HN's public key (X, X, X5) = (g2 g2 g% 1. payment
- LEA's public key Z = g5
« 2. credential
m, pm
0| 3. ProofGen
in 4. ProofShow J
UE 888 (authentication) Ver'fy a6, Cy) = Ay ) e 2
000 ((( )))
— /l 5. GUTI
e o (temp id) /_
o =o', IocaIJudgement
¢ = XOXf”Xé’mgé, C, = g6 SN ) checks if
Cy =gl C,=Z"- 85"1' T o. trace A le(h, W) = e(/CS,gz)
? ? f W — pm .
Cs = hP™ st. h = Hash(context) : rce):/ocati f% Iisl,:
7t . proof of well-formedness 'IT'I'I""' LEA N
\ J
ﬂﬂ= ﬁtrace Cy/C5=g)" J




Vi,

. _ Pointcheval-Sanders Signatures

public key X, = gg(’, X, = ggl, ..

secret key Xy, X1, ***

signature on my, «-+,m,, -+

k - x0+zl’ximi
o, < G, 0, =0,

verification checks if

e(gl’XOHXimi) = e(09, &)

l

14 D. Pointcheval and O. Sanders, “Short randomizable signatures,” in Topics in Cryptology - CT-RSA 2016.



. " AAKA+PS

[PS signature (), 6, = o, """ TR J

« HN's public key (X, X}, X5) = (8,% &' 8,°) |- payment
« LEA's public key Z = g5

2. credential

<
m, pm
0| 3. ProofGen
4. ProofShow
UE Neo = (authentication) Ver'fy e(61, €1) = €65 &) and ﬂ]
000 ((( ))>
. /] 5. GUTI
p o (temp id)
6, = 0],6, =05 - 6 IocaIJudgement )
C) = X, XI"'X!™g! SN @ |checksif
2 ?
C, = gt C; = Z" - g™ T 6. trace A |e(h, W) =e(Cy, g)
? 2 ? f W — pml .
C, = h’™ st. h = Hash(context) ' of s
revocation list

7t . proof of well-formedness 'I'I"I'I"|'|' LEA N J
\ Y,
ﬂ itrace GICG =g J

15
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" Evaluation

LS
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" Evaluation

%>

\Il/

Raspberry Pi 4
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_ Evaluation

%/,

Communication Complexity

Components Size
AAKA+BB AAKA+PS
CredIssue 4([G1] + [Z4]) 2[G1] + 4[Z,]
Raspberry Pi 4 Key Agreement (UE) 1[G+] 1[G1]
Key Agreement (SN/HN) 1[G1] 4+ A 1[G1] + A
ProofShow 3([G1] + [Ga]) + 5[Zq]  3(G1] + [Gal) + 4[Z,)

Trace 1[G2] 1[Gz]

16
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" Evaluation

o Time Cost (ms)
Different stages Entity AAKA+BB AAKA+PS
CredIssue HN 6.82 3.98
CredVer UE 38.82 12.17
Key Agreement UE ~4.30 ~4.30
Key Agreement =~ SN/HN ~(.89 ~0.89
ProofShow UE 18.40 (+29.45)  18.09(+26.10)
ProofVer SN/HN 19.93 18.87
Trace LEA ~0.96 ~0.96

Communication Complexity

Components Size
AAKA+BB AAKA+PS
CredIssue 4([G1] + [Z4]) 2[G1] + 4[Z,]
Raspberry Pi 4 Key Agreement (UE) 1[G] 1{G]
Key Agreement (SN/HN) 1[G1] 4+ A 1[G1] + A
ProofShow 3([G1] + [Ga]) + 5[Zq]  3([Ga] + [Ga]) + 4[Z,]

Trace 1[G2] 1[Gz]

16
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. Summary

%>

 |dentify the insecurity of YZZ+ AAKA
 Formalize the model and redesign AAKA
« AAKA+: verifier-local revocation

 Two schemes AAKA+BB and AAKA+PS

» Practice evaluation

. full paper: eprint.iacr.org/2025/1986
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. Summary

%>

 |dentify the insecurity of YZZ+ AAKA
 Formalize the model and redesign AAKA
« AAKA+: verifier-local revocation

 Two schemes AAKA+BB and AAKA+PS

» Practice evaluation

. full paper: eprint.iacr.org/2025/1986

Questions?
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