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I want to know who 
is connecting!!!

Mobile carriers may sell users’ location history to third parties!
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• privacy? 
• anti-counterfeiting? 
• traceability? 
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AAKA: Anonymous Authentication and Key Agreement 
[YZZ+24]
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Attack on Privacy: 
SN obtains 

 
 

so, 

y3 = − B−1c2 = hr

c2 = m4 /hr

m4 = c2 /y3

Flaw in Correctness: 
a credential is a BB signature  s.t. 

 

but in Verification, 
SN checks  s.t. 

 

 

no use of public keys 

σ

e(σ, X0

4

∏
i=1

Xi) = e(g1, g2)

( ̂σ0, . . . , ̂σ4, ̂σ, σ′￼, π′￼)
e( ̂σ, g2) = e(σ′￼, X0)

π′￼: ̂σ0

3

∏
1

̂σmi
i = gr

1 ̂σ−m4
4

X1, . . . , X4
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• signing on multiple messages m1, ⋯, mi, ⋯

• public key X0 = gx0
2 , X1 = gx1

2 , ⋯

• secret key x0, x1, . . .
• signature on m1, ⋯, mi, ⋯

• σ = g
1

x0 + ∑i ximi
1

• verification checks if

e(σ, X0∏
i

Xmi
i ) = e(g1, g2)

Boneh-Boyen Signatures 

[BB04] D. Boneh and X. Boyen, “Short signatures without random oracles,” in EUROCRYPT 2004.



10

Anonymous Credentials 



10

Anonymous Credentials 

Authority

User Verifier



10

Anonymous Credentials 

Authority

User Verifier

public key



10

Anonymous Credentials 

Authority

User Verifier

issue credential

public key



10

Anonymous Credentials 

Authority

User Verifier

issue credential

token presentation

public key



10

Anonymous Credentials 

Authority

User Verifier

issue credential

token presentation

public key



11

Anonymous Credential for BB Signatures 

• D. Boneh and X. Boyen, “Short signatures without random oracles,” in EUROCRYPT 2004. 
• J. Camenisch, M. Drijvers, P. Dzurenda, and J. Hajny, “Fast keyed-verification anonymous credentials on standard 

smart cards,” in SEC 2019.
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• , , ̂σ = σr C1 = X0Xm
1 Xpm

2 gt C2 = gr
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• public key  

• secret key  

• signature on  

• ,  

• verification checks if 

X0 = gx0
2 , X1 = gx1

2 , . . .

x0, x1, ⋯
m1, ⋯, mi, ⋯

σ1 ← 𝔾*1 σ2 = σx0+∑i ximi
1

e(σ1, X0∏
i

Xmi
i ) = e(σ2, g2)

Pointcheval-Sanders Signatures

D. Pointcheval and O. Sanders, “Short randomizable signatures,” in Topics in Cryptology - CT-RSA 2016.
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